Using Tokens for product consumption

1. Obtain your credentials from ONE Business ID:
a. Login to ONE Business ID
b. Navigate to "Client Management"
c. Copy Client ID and Client Secret

2. Obtain Access token with client credential flow before requesting your data
product:
a. Endpoint: https://idp.onebusinessid.com/auth/realms/organisation-user-
id/protocol/openid-connect/token
b. Example cURL:

Example Request to retrieve access token

curl -L
'https://idp.onebusinessid.com/auth/realms/organisation-user-
id/protocol/openid-connect/token' \

-H 'Content-Type: application/x-www-form-urlencoded' \
-d 'grant type=client credentials' \

-d 'client id=CID ef376b00f5aa' \

-d 'client secret=*x**' \

-d 'scope=audience marketplace-portal'
¢. Example Response:

Example Response for access token endpoint

"access token": "eyJhbGciOiJSUzIINiIsIn***",
"expires_ in": 300,

"refresh expires in": O,

"token type": "Bearer",

"not-before-policy": 0,

"scope": "scope client information ***"

d. Please reuse your token. It is valid for 60 Minutes and should be reused as long as
it is valid.
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3. Consume Product with oAuth Token

a.

b.

This section shows as an example the consumption of the Vehicle Identity
Product, but it applies to all products
You are required to use 2 headers for consuming the product:
i.  the API Key in header x-marketplace-api-key
ii.  access token (from the response of the request described in Step 2) in the
Authorization header with prefix ‘Bearer '
Endpoint: https://api.drivesomethinggreater.com/Vehicleldentity/damagevalidatio

n/v1/vehicle/WAUZZZ8R3FA136787
Example cURL:

curl -L
'https://api.drivesomethinggreater.com/VehicleIdentity/damageva
lidation/vl/vehicle/WAUZZZ8R3FA1367872group-forensics-
check=false' \

-H 'x-marketplace-api-key: ***' \

-H 'Authorization: Bearer eyJhbGciOiJSUzIINiIsIn**** !

4. Enjoy consuming the GIS products
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